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I/ Host name: )
- Xem hostname h¢ thong:

[rootBPtestsrv /1# hostname
testsrv.athenna.edu.vn

Hay dung lénh:
[rootBtestsrv A1# uname -n
testsrv.athenna.edu.vn

- Thay d6i hostname hé thong
Sua file /etc/hosts:
[root@mail /]# wi fetcthStﬂ
# Do not remove the following line, or wvarious programs
# that reguire network functionality will fail.
127.8.0.1 testserver
152.168.36.230 tEStSEFUEFI

Néu mubn hostname s& luu lai sau khi ta khai dong lai hé thong thi stra file
[etc/sysconfig/network:
[root@mail /]# vi fetc/sysconfig/network

NETWORKING=yes
NETWORKING IPV6=yes
HOSTNAME=testserver]

Sau khi khoi dong lai hé thong va kiém tra lai hostname:
[root@mail /f]# hostname
testserver

11/ CAu hinh IP card mang:

- Xem thdng tin cau hinh IP cta card mang;:

[root@mail /]# ifconfig

etho Link encap:Ethernet HWaddr 008:8C:29:B3:EG:F5
inet addr:192.168.36.230 Bcast:192.168.36.255 Mask:255.255.255.0
inet6 addr: fTe80::20c:297T:Teb3:e6T5/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:1151 errors:@ dropped:@ overruns:@ frame:@
TX packets:53 errors:0 dropped:0 overruns:@ carrier:@
collisions:@ txqueuelen:10688
RX bytes:76918 (75.1 KiB) TX bytes:8265 (8.0 KiB)
Interrupt:185 Base address:0x1400

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
R¥ packets:2291 errors:0@ dropped:® overruns:@ frame:0
TX packets:2291 errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:@
RX bytes:6224468 (5.9 MiB) TX bytes:5224408 (5.9 MiB)

Hay dung I¢nh ifconfig -a
Néu muon xem thong tin cau hinh tirng cardmang thi:
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[root@mail /1# ifconfig eth@

2the

- Thay dbi dia chi IP:
Dung lénh:

Link encap:Ethernet HWaddr 00:8C:29:B3:EG:F5

inet addr:192.168.36.230 Bcast:192.168.36.255 Mask:255.255.255.0
ineté addr: Te80::20c:297T:Teb3:e675/64 Scope:lLink

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX¥ packets:1172 errors:0 dropped:® overruns:8 frame:8

TX packets:53 errors:0 dropped:® overruns:0 carrier:@

collisions:® txqueuelen:1008

RX bytes:78646 (76.8 KiB) TX bytes:8265 (8.0 KiB)

Interrupt:185 Base address:8x1480

[root@mail /]# ifconfig eth@® 192.168.36.231 netmask 255.255.255.0 up
Tuy nhién viéc thay doi bang 1énh chi 1a tam thoi va s€ khong duoce luu lai khi khoi dong lai

hé thong.
Kiém tra IP;

[root@mail /]# ifconfig eth@

2the

Link encap:Ethernet HWaddr 00:0C:29:B3:E6:F5

inet addr:192.168.36.231 Bcast:192.168.36.255 Mask:255.255.255.0
inet6 addr: Te80::20c:297T:fTeb3:e675/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:15088 Metric:l

RX packets:1333 errors:0 dropped:@ overruns:8 frame:0

TX packets:141 errors:0 dropped:@ overruns:8 carrier:@
collisions:8 txqueuelen:1600

RX bytes:93123 (90.9 KiB) TX bytes:27682 (27.0 KiB)

Interrupt:185 Base address:0x1400

Restart lai service network nhu sau:
[root@mail /]# service network restart

Shutting down interface eth@: [ OK ]
Shutting down loopback interface: [ 0K ]
Bringing up loopback interface: [ 0K 1]
Bringing up interface etho: [ 0K 1]

Kiém tra lai IP:

[root@mail /]1# ifconfig eth®

ethe

Link encap:Ethernet HwWaddr 00:8C:29:B3:E6:F5

inet addr:192.168.36.230 Bcast:192.168.36.255 Mask:255.255.255.0
ineté addr: feB80::20c:297T:feb3:e6f5/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1

RX packets:1277 errors:0 dropped:® overruns:0 frame:0

TX packets:105 errors:0 dropped:® overruns:0 carrier:0
collisions:0® txqueuelen:1000

RX bytes:88576 (86.5 KiB) TX bytes:19488 (19.0 KiB)

Interrupt:185 Base address:0x14800

Dé co thé luu lai viéc thay dbi dia chi IP sau khi restart lai hé théng, ta Stra truc tiép file sau:

[root@mail /1# vi fetc/svysconfig/network-scripts/ifcfog-etha
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# Advanced Micro Dewvices [AMD] 79c97@ [PCnet3Z LANCE]
DEVICE=eth@

ONBOOT=yes
BOOTPROTO=none
HWADDR=B0:8c:29:b3:e6:T5
METMASK=255.255.255.0
IPADDR=192.168.36.231I
GATEWAY=192.168.36.254
TYPE=Ethernet

USERCTL=no

IPVGEINIT=no

FEERDNS=yes

Restart lai service network nhu sau:
[root@mail /]# service network restart

Shutting down interface eth@: [ OK ]
Shutting down loopback interface: [ 0K ]
Bringing up loopback interface: [ 0K 1]
Bringing up interface etho: [ 0K 1]

Kiém tra lai IP:

[root@mail /]# ifconfig eth@

=the Link encap:Ethernet HWaddr 00:8C:29:B3:E6:F5
inet addr:192.168.36.231 Bcast:192.168.36.255 Mask:255.255.255.0
inet6 addr: Te80::20c:297T:fTeb3:e675/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:l
RX packets:1333 errors:0 dropped:8 overruns:8 frame:8
TX packets:141 errors:0 dropped:@ overruns:8 carrier:@
collisions:8 txqueuelen:1600
RX bytes:93123 (90.9 KiB) TX bytes:27682 (27.08 KiB)
Interrupt:185 Base address:0x1480

- Tao IP Alias cho card mang:
Tao IP alias:
[root@mail /]# ifconfig eth@:0 192.168.36.233 netmask 255.255.255.0 up

Kiém tra:
[root@mail /]# ifconfig eth0:@
ethe:o Link encap:Ethernet HwWaddr 00:0C:29:B3:E6:F5
inet addr:192.168.36.233 Bcast:192.168.36.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
Interrupt:185 Base address:0x1400

Restart lai service network nhu sau:
[root@mail /]# service network restart

Shutting down interface eth@: [ OK ]
Shutting down loopback interface: [ 0K ]
Bringing up loopback interface: [ 0K 1]
Bringing up interface etho: [ OK ]

Kiém tra lai IP:

[ruat@mall F1# 1fc0nflg ethd:0
=> Khong tim thiy vi khi tao bang léng 1fconﬁg s€ khong duogc luu lai khi restart service
network hay khoi dong lai hé thong. Dé Iuu lai viéc thay doi dia chi IP sau khi restart lai hé
thong ta thuc hién cac bude sau:
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Copy file ifcfg-ethO thanh ifcfg-eth0:0 nhu sau:
[root@mail /]# cp /etc/sysconfig/network-scripts/ifcfg-eth® /etc/sysconfig/ne
twark-scripts!ifch-ethﬂ:Bl

Stra lai file ifcfg-eth0:0 nhu sau:

[root@mail /]# vi fetc/sysconfig/network-scripts/ifcfg-eth8:0
ﬁ Advanced Micro Devices [AMD] 79c978 [PCnet32 LANCE]
DEVICE=ethO:0
ONBOOT=yes
BOOTPROTO=none
HWADDR=00:0Cc:29:b3:eb:T5
NETMASK=255.255.255.0
IPADDR=192.168.36.232
GATEWAY=192.168.36.254
TYPE=Ethernet
USERCTL=no
IPVEINIT=no
PEERDNS=yes

Restart lai service network nhu sau:
[root@mail /1# service network restart

Shutting down interface eth®: [ OK ]
Shutting down Lloopback interface: [ OK ]
Bringing up loopback interface: [ OK 1]
Bringing up interface ethd: [ OK 1]

Kiém tra:
[root@mail /]# ifconfig eth@:0
ethd:0 Link encap:Ethernet HWaddr 00:8C:29:B3:E6:F5
inet addr:192.168.36.232 Bcast:192.168.36.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:l
Interrupt:185 Base address:0x1400

111/ Lénh route:

- Xem routing table:
[root@mail /]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.36.0 0.0.0.0 255.255.255.08 u 8 5] 0 eth@
169.254.0.0 0.0.0.0 255.255.0.0 u 8 8 g eth@
0.0.0.0 192.168.36.254 0.0.0.0 uG B 8 8 eth@

- Set default gateway cho turng ethernet device:
[root@mail /]# route add -net 192.168.36.0 netmask 255.255.255.0 gw 192.168.3
6.1

- Kiém tra lai routing table:
[root@mail /]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.36.0 192.168.36.1 255.255.255.0 UG 8 o 0 ethd
192.168.36.0 0.0.0.08 255.255.255.0 U B 4] 0 ethd
169.254.0.0 0.0.0.0 255.255.0.0 U <] 4] 0 ethd
0.0.0.0 192.168.36.254 0.0.0.0 UG 8 o 0 ethd
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- Thém default gateway:
[root@Email /]# route add default gw 192.168.36.1

- Kiém tra lai routing table:
[root@mail /]# route -n
Kernel IP routing table

Destipation Gateway Genmask Flags Metric Ref Use Iface
192.168.36.0 192.168.36.254 255.255.255.0 UG ¢ ¢ 0 ethé
192.168.36.0 0.0.0.0 255.255.255.8 U ¢] ¢] 0 ethd
169.254.0.0 0.0.0.0 255.255.0.8 ] 2] 2] 0 ethd
0.0.0.0 192.168.36.1 0.0.0.0 UG 2] 2] 0 ethd
0.0.0.0 192.168.36.254 0.0.0.0 UG ¢ ¢ 0 ethé

- Xoa default route:
[root@mail /]# route del default gw 192.168.36.1

- Kiém tra lai routing table:
[root@mail /]# route -n
Kernel IP routing table

Destipation Gateway Genmask Flags Metric Ref Use Iface
192.168.36.0 192.168.36.254 255.255.255.8 UG ¢] 2] 0 ethd
192.168.36.0 0.0.0.0 255.255.255.8 U ¢] 2] 0 ethd
169.254.0.0 0.0.0.0 255.255.0.8 ] a ¢ 0 ethé
0.0.0.0 192.168.36.254 0.0.0.0 UG ¢] 2] 0 ethd

- X0& mot duong di trong bang dinh tuyén:
[root@mail /]# route del -net 192.168.36.0 netmask 255.255.255.0 gw 192.168.3
6.254 ethd

- Kiém tra lai routing table:
[root@mail /]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.36.0 0.0.0.0 255.255.255.06 U 0 2] 8 ethe
169.254.0.0 0.0.0.0 255.255.0.0 U 0 2] 8 ethe
0.0.0.0 192.168.36.254 0.0.0.0 UG 0 2] @ ethe

1VV/ Lénh netstat:

- Xem routing table:
[root@mail /]# netstat -nr
Kernel IP routing table

Destination Gateway Genmask Flags M55 Window irtt Ifac
e

192.168.36.0 0.0.0.0 255.255.255.0 U g e 8 eth@
169.254.0.0 8.0.0.0 255.255.0.0 U g e 0 ethe
8.0.0.0 192.168.36.254 0.0.0.0 UG e 8 ethd

- Kiém tra cac port dang dugc mo:
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[root@mail /]# netstat -an
Active Internet connections (servers and established)

Proto Recv-0Q Send-0 Local Address Foreign Address 5
tate
tcp e 0 127.0.0.1:2208 9.0.0.0:* L
ISTEN
tcp &) 0 0.0.0.0:964 0.0.0.0:%* L
ISTEN
tcp e g 0.0.8.8:111 8.0.0.0:* L
ISTEN
tcp &} B 127.8.08.1:631 8.0.0.0:* L
ISTEN
tcp &} 8 127.8.08.1:2207 8.0.0.0:% L

V/ Céc lénh khiac:

- Lénh tracert: Kiém tra két noi dén mot remote host

[root@mail /]# tracert www.yahoo.com

traceroute to www.yahoo.com (289.131.36.158), 30 hops max, 40 byte packets
1 192.168.36.254 (192.168.36.254) 1.945 ms 2.682 ms 3.566 ms
2 192.168.62.25 (192.168.62.25) 0.905 ms 0.360 ms 1.723 ms
3 203.113.188.252 (203.113.188.252) 2.919 ms 3.013 ms 2.904 ms
4 203.113.158.28 (203.113.158.28) ©96.256 ms 96.033 ms *
5 203.113.158.42 (2083.113.158.42) 3.349 ms 3.850 ms 2.938 ms

- Lénh tcpdump: Capture céc packets
[root@testserver ~]# tcpdump -n icmp -1 eth@
tcpdump: verbose output suppressed, use -v or -vv Tor full protocol decode
listening on eth®, Llink-type EN1GME (Ethernet), capture size 96 bytes
10:04:54.6508526 IP 192.168.36.2 = 192.168.36.231: ICMP echo request, id 1024
, seq 38720, length 40
10:04:54.651148 IP 192.168.36.231 > 192.168.36.2: ICMP echo reply, id 1024,
seq 38728, length 48
10:04:55.316892 IP 192.168.36.2 = 192.168.36.231: ICMP echo request, id 1024
, seq 308976, length 40
10:04:55.317274 IP 192.168.36.231 > 192.168.36.2: ICMP echo reply, id 1024,
seq 30976, length 40

VI/ Tap tin /etc/services:
Khi xinetd dugc khai tao nd sé truy cap dén tap tin /etc/services dé tim cong tuong tng véi timg
dich vu.
- Quan st tap tin /etc/services nhu sau:
[root@mail /]# vi fetc/services
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tcpmux 1/tcp # TCP port service multiplexer
tcpmux 1/udp # TCP port service multiplexer
rie 5/tcp # Remote Job Entry

rije 5/udp # Remote Job Entry

echo 7/tcp

echo 7/udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users

systat 11/udp users

daytime 13/tcp

daytime 13/udp

gotd 17/tcp guote

gotd 17/udp guote

msp 18/tcp # message send protocol

msp 18/udp # message send protocol
chargen 19/tcp ttytst source

chargen 19/udp ttytst source

Céu truc tap tin /etc/services gom c6 4 cot:
Cot 1: tén dich vu
Cot 2: port/giao thirc
Cot 3: aliases (danh sach nhiing tén goi khac cta dich vu)
Cot 4: chu thich

VI/ Tap tin /etc/rqsolv.conf:
Khai bao cau hinh DNS client

[rootBtestsrvy A 1# vi Setc/resolve
search athena.edu.wvn
nameserver 203.113.188.1
nameserver 203.113.131.1

search: danh sach cé’c domains cho Vige'lookup céac host-name, mic dinh khai bao local
domain. (t6i da duoc khai bao 6 domains va tong so ky tu 1a 256 ky tu)
nameserver: chi dinh cac DNS servers
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Bai Lab 2: DHCP
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I/ Cai dat DHCP:
DHCP la dich vu cép phat IP dong cho cic may tram.
- Kiém tra DHCP d4 duoc cai dat hay chua:
[root@testsrv /f]# rpm -ga | grep dhcp
dhcpve_client-0.10-33.e1l5

- Cai dat (néu chua duoc cai dat):
[root@testsrv /]# rpm -ivh dhcp-3.0.5-7.e15.1386.rpm

Preparing... i [100%]
1:dhcp # [100%]

[root@testsrv /1# rpm -ivh dhcp-devel-3.0.5-7.el15.1386.rpm
R R R R [100%]
A A R R [100%]

Preparing...
1:dhcp-devel

- Kiém tra DHCP d4 dugc cai dat trén hé théng:
[root@testsrv /]# rpm -ga | grep dhcp
dhcpvé client-8.18-33.el5
dhcp-3.08.5-7.el5
dhcp-devel-3.08.5-7.el5

11/ C4u hinh dhcp server:
file dung dé cau hinh dhcp server 1a /etc/dhcpd.conf
- Tao file c4u hinh dhcpd.conf bang cach stra doi file'dhcpd.conf.sample:
[root@testsrv /]# cp fusr/share/doc/dhcp-3.0.5/dhcpd. conf.sample /etc/dhcpd.conf

cp: overwrite "/etc/dhcpd.conf'? y

- Stra file cAu hinh /etc/dhepd.conf nhu sau:
[root@testsrv /]# vi fetc/dhcpd.conf
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ddns-update-style interim;
ignore client-updates;

subnet 192.168.36.0 netmask 255.255.255.08 {

# --- default gateway

option routers 192 .168.36.254;

option subnet-mask 255.255.255.0;

option nis-domain 'ﬁﬂhEﬂa.EdLLHﬂ';

option domain-name “Athena. eduwn”;

option domain-name-servers 192.168.36.1;

option time-offset -18006; # Eastern Standard Time
# option ntp-servers 192.168.1.1;
# option netbios-name-servers 192.168.1.1;
# --- 5elects point-to-point node (default is hybrid). Don't change this unless
# -- you understand Netbios very well
# option netbios-node-type 2;

range dynamic-bootp 192.168.36.233 192.158.35.24@;I
default-lease-time 21600;
max-lease-time 43200;

# we want the nameserver to appear at a fixed address
host ns {
next-server marvin. redhat.com;
hardware ethernet 12:34:56:78:AB:CD;
fixed-address 207.175.42.254;

H |

Y_nghia mot s6 options: R , R
ddns-update-style interim :} Khong cho phep DHCP cap

ignore client-updates nhat dong DNS

subnet .... netmask : Subnet va netmask

option routers : Default gateway

option subnet-mask - Netmask cép cho client

option nis-domain : NIS domain

option domain-name : Domain mame

option domain-name-servers : IP DNS server

range dynamic-bootp : Ving dia chi cip phat cho cac clients
default-lease-time : Thoi gian méc dinh cip IP cho mdt client
max-lease-time : Thoi gian t6i da cip IP cho mot client
host ns : Khai b4o nhitng may luén nhan IP ¢6 dinh
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- Start dhcp daemon:
[root@testsrv /]# service dhcpd start
Starting dhcpd: [ OK 1]

111/ Céu hinh DHCP client:
- Stra file cau hinh card mang:

[root@testsrv /]# vi fetc/sysconfig/network-scripts/ifcfg-ethd
# Advanced Micro Dewvices [AMD] 79c97@ [PCnet32 LANCE]

DEVICE=eth®

ONBOOT=yes
BOOTPROTO=dhcp
HWADDR=00:0C:29:7d:7d: b9
TYPE=Ethernet

USERCTL=no

IPVGINIT=no

PEERDNS=ves

- Restart service network:
[root@testsrvy /]# service network restart

Shutting down interface eth@: [ 0K 1]
Shutting down loopback interface: [ OK 1]
Bringing up loopback interface: [ OK 1]
Bringing up interface eth®:
Determining IP information for eth®... done.

[ OK 1]

- Kiém tra lai dia chi IP:

[root@testsrv /]# ifconfTig

2the Link encap:Ethernet HwWaddr 00:8C:29:7D:7D:B9
inet addr:192.168.36.240 Bcast:192.168.36.255 Mask:255.255.255.0
inet6 addr: Te80::20c:297T:fe7d:7db9/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:140 errors:0 dropped:@ overruns:@ frame:@
TX packets:64 errors:0 dropped:8 overruns:@ carrier:0
collisions:@ txqueuelen:lOOO
RX bytes:13331 (13.0 KiB) TX bytes:7314 (7.1 KiB)
Interrupt:185 Base address:0x1400
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IV/ Theo di tinh hinh ciAp phat DHCP trén Server:

[root@testsrv /]# cat fvar/lib/dhcpd/dhcpd.leases

#

H oW W W W W%

ALl times in this file are in UTC (GMT), not your local timezone. This is
not a bug, so please don't ask about it. There is no portable way to
store leases in the local timezone, so please don't request this as a
feature. If this is inconvenient or confusing to you, we sincerely
apologize. Seriously, though - don't ask.

The format of this file is documented in the dhcpd.leases(5) manual page.
This lease file was written by isc-dhcp-V3.0.5-RedHat

lease 192.168.36.240 {

}

starts 1 2008/02/04 23:39:12;

ends 2 2ZOO8/02/05 05:39:12;

binding state active;

next binding state free;

hardware ethernet 00:0c¢:29:7d:7d:b9;

lease 192.168.36.240 {

starts 1 2008/02/04 23:40:15;

ends 2 2008/02/085 05:40:15;

binding state active;

next binding state free;

hardware ethernet 00:0c:29:7d:7d:b9;
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Bai Lab 3: Network File System(NFS)
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I/ Cai dat NFS:
NFS 1a dich vu hd trg co ché chia sé tai nguyén gitta cac may chu Linux.
- Kiém tra NFS da duoc cai dat hay chua:
[root@testsrv /1# rpm -ga | grep nfTs

- Cai dat (néu chua duoc cai dat):
[root@testsrv /]# rpm -ivh nfs-utils-1ib-1.8.8-7.2.22.1386.rpm

Preparing... HHEHHERHEHREE R R R [186%]
LimES-UtAla-Tab ARt i s s sous s s s oo is s i o ss s i i e ss s 0e ot a0 0 000010 0 00 001S 0 0000 [100%]

[root@testsrv /]# rpm -ivh nfs-utils-1.0.9-24.e15.1i386.rpm

Freparing... AR R R R R R R R R [100%]

LinFs-Utils AR Sttt S g S A A8 I a0 i [180%]

- Kiém tra NFS d3 duoc cai dat trén hé théng:
[root@testsrv /f]# rpm -ga | grep nfs
nfs-utils-1ib-1.8.8-7.2
nfs-utils-1.0.9-16.e15

Ngoai ra NFS con doi hoi phai co6 mot Daemon quan trong dung dé quan Iy cac két ndi do 1a
Portmap. Mic dinh portmap duoc cai dit san trén hé thong. Portmap listen trén TCP port 111.
- Kiém tra portmap d4 dugc cai dat trén hé thong;

[root@testsrv /]# rpm -ga | grep portmap

portmap-4.8-65.2.2.1

- Stop portmap daemon:
[root@testsrv /]# service portmap stop
Stopping portmap: [ OK ]

- Start portmap daemon:
[root@testsrv /]# service portmap start
Starting portmap: [ OK ]

- Kiém tra portmap daemon:
[root@testsrv /]# netstat -an | grep :111
tcp 0 0 0.0.0.0:111 0.0.0.0:% LISTEN

11/ C4u hinh NFS server: file dung dé cau hinh NFS la /etc/exports
- Tao mot thu muc chia sénhu sau:
[root@testsrv /]# mkdir /share

- Tao mot file trong thu muc /share:
[root@testsrv /]1# touch /share/test.tixt

- Cip quyén truy cap vao thu muyc /share:
[root@testsrv /]# chmod 766 -R /share/

- Sua file /etc/exports thém vao dong sau:

[root@testsrv /]1# vi Sfetc/exports
/share 192 .168.36.0/24(rw,sync)

A
@muc sharej @y dia chi c6 thé truy cap [ Quyén truy cap
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GOm c6 cac quyén truy cdp thong dung nhu sau:

secure . Port tur client requests phai nho hon 1024
ro : Read only

rw : Read — write

noaccess : Denied access

root_squash : Ngan remote root users

no_root_squash : Cho phép remote root users

- Restart daemon nfs:
[root@testsrv /]# service nfs restart

Shutting down NFS mountd: [ OK 1]
Shutting down NFS5 daemon: [ 0K 1]
Shutting down NFS5 quotas: [ OK 1]
Shutting down NFS5 serwvices: [ OK 1]
Starting MFS serwvices: [ 0K 1]
Starting NFS guotas: [ OK 1
Starting NFS daemon: [ OK ]
Starting NF5 mountd: [ OK ]

Luwew V- sau khi thay @i file /etc/exports ban phai restart daemon nfs hay dung cac I¢nh sau:
exportfs—a  : Reload lai toan bo cau hinh cho N’FS
exportfs—r  : Reload lai nhitng thay doi trong cau hinh cho NFS

- Do NFS can mé mot s6 port khi chay nhur (111, 2049::)nén ta can cau hinh firewall mo céc port
nay hay tat firewall:
[root@testsrv /]# service iptables stop

Flushing firewall rules: [ 0K 1]
Setting chains to policy ACCEPT: filter [ 0K ]
Unloading iptables modules: [ OK 1]

111/ Céu hinh NFS client:
1/ Cu hinh truy cap bang tay:
- Tao thu muc:
[root@Etestsrv /]# mkdir /mnt/nfs

- Mount NFS file:
[root@testsrv /]1# mount -t nfs 192.168.36.230:/share /mnt/nfs/

IP NFS [ Thu muc Share |Mount
Server |trén NFS Server |point

- Kiém tra cic mount point trén hé thng:
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[root@Email /]# mount

fdevy/sdab on / type ext3 (rw)

proc on Jproc type proc (rw)

sysTs on fsys type sysfs (rw)

devpts on fdev/pts type dewvpts (rw,gid=5,mode=620)
Jdev/sdal on /boot type ext3 (rw)

fdev/sda3 on fdata type ext3 (rw)

tmpfs on Jfdewv/shm type tmpfs (rw)

none on Jfproc/sys/fs/binfmt_misc type binfmt_misc (rw)
sunrpc on fvar/lib/nfs/rpc_pipefs type rpc_pipefs (rw)
nfsd on /fproc/fs/nfsd type nfsd (rw)
192.168.36.230:/share on /mnt/nfs type nfs (rw,addr=192.168.36.230)

- Kiém tra:
[root@testsrv /]1# 1s -1 /mnt/nfs/
total 4
-rw-r--r-- 1 root £aat B8 Feb 4 89:41 test.txt

2/ CAu hinh truy cp trong file /etc/fstab:
- Stra file /etc/fstab nhu sau:
[root@testsrv f1# vi fetc/Tstab

LABEL=SWAP-sda2 Swap swap defaults

o0
192.168.36.230:/share /mnt/nfs nfs defaults 6 e
LABEL=SWAP-5da2 swap swap  defaults 08
192.168.36.230:/share  /mnt/nfs nfs soft,nfsvers=2 0 0
- Reboot lai hé thong: init 6
IV/ Allow/Deny mét két noi dén NFS server:
Str dung file /etc/hosts.allow va /etc/hosts.deny dé permit két noi dén NFS server
- Cam tat ca cac clients truy cap vao NFS server
[root@Email /]# wvi fetc/hosts.deny
#
# hosts.deny This file describes the names of the hosts which are
# *not* allowed to use the local INET services, as decided
# by the 'Jusr/sbin/tcpd' server.
#

# The portmap line is redundant, but it is left to remind you that

# the new secure portmap uses hosts.deny and hosts.allow. In particular
# you should know that NFS uses portmap!

portmap : I |

- Cho phép server c6 ip 192.168.36.233 truy cap dén NFS server:
[root@mail /1# vi fetc/hosts.allow

#

# hosts.allow This file describes the names of the hosts which are
# allowed to use the local INET services, as decided

# by the 'Jusr/sbin/tcpd' server.

#

portmap : 192.168.36.233]]

- Sang may 192.168.36.233 truy cap dén NFS server:

Bién soan: Nguyén Tri Th&'c — Luu Hanh Noi B6
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[root@testsrv /]# mount -t nfs 192.168.36.230:/share /mnt/nfs
=> thanh céng !

- Sang may khéac 192.168.36.233 truy cap dén NFS server
[root@testsrv /]# mount -t nfs 192.168.36.230:/share /mnt/nfs
mount: mount to NF5 server '192.168.36.230' failed: RPC Error: Program not registered.

=> khong thanh cong !

V/ Kiém tra hoat dong ciia NFS server:
- Thong ké sir dung NFS:
[root@mail /]# nfsstat
Server rpc stats:
calls badcalls badauth badclnt xdrcall
12 0 ¢} ¢] 0

Server nfs v3:

null getattr setattr lookup access readlink

2 20% 3 30% 0 0% 0 0% 1 10% 0 0%
read write create mkdir symlink mknod

] B% 0 0% 0 0% 0 0% 8 B% 0 0%
remove rmdir rename link readdir readdirplus
] 0% 0 0% 0 0% 0 0% 0 9% 1 10%
fsstat fsinfo pathcont commit

] 0% 3 30% 0 0% 0 0%

Client rpc stats:
calls retrans authrefrsh
8 0 0

Luew V- sir dung Iénh man nfsstat dé xem thém cac option ciia /énh nfsstat.

- Liét ké danh sach cac portmapper dd dang ky trén host
[root@mail /]# rpcinfo -p localhost
program vers proto port
locoan 2 tcp 111 portmapper

loggoon 2 udp 111 portmapper
lo6024 1 udp 971 status
loooz4 1 tcp 974 status
108011 1 udp 757 rquotad
loeall 2 udp 757 rquotad
lgeell 1 tcp 768 rquotad
laeall 2 tcp 768 rquotad
logoe3 2 udp 2049 nfs
logee3 3 udp 2049 nfs
logee3 4 udp 2049 nfs
legee3 2 tcp 2049 nfs
logee3 3 tcp 2049 nfs
logoe3 4 tcp 2049 nfs
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Bai Lab 4: Samba
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I/ Cai dat samba:

La dich vu hd tro chia sé tai nguyén tir hé thdng Linux vdi cac hé thdng khac nhu Linux, Windows.

- Kiém tra samba da duoc cai dat hay chua:
[root@testsrv f1# rpm -aa | arep samba

- Cai dat (néu chua dugc cai dat):

[root@testsrv /]1# rpm -ivh samba-common-3.0.25b-1.e15_1.4.1386.rpm

Preparing...

1:s5amba-common

[root@testsrv /]# rpm -ivh samba-client-3.0.25b-1.e15 1.4.1i386.rpm

Preparing. ..

l:samba-client

[root@testsrv /]# rpm -ivh samba-3.8.25b-1.e15 1.4.1i386.rpm

Preparing...

1l:samba

[root@testsrv /]# rpm -ivh system-config-samba-1.2.39-1.el5.noarch.rpm

Preparing...

l:system-config-samba

-I(%n1&asmnbadéduqccéidétuénhéthéng:
[root@testsrv f]# rpm -ga | grep samba
samba-client-3.0.25b-1.e15 1.4
samba-common-3.0.25b-1.215 1.4
samba-3.0.25b-1.e15 1.4
system-config-samba-1.2.39-1.el5

11/ C4u hinh samba server:
- Tao mot thu muc chia sé nhu sau:
[root@testsrv /]# mkdir /share

- Tao mot file trong thu muc /share:
[root@Etestsrv /]# touch /share/test.txt

- Cip quyén truy cap vao thu muc /share:
[root@testsrv /1# chmod 777 -R /share/

- Sura file /etc/samba/smb. conf sira cac dong sau:
[root@testsrv f]# vi fetc/sambassmb.conf

[180%]
[180%]

[100%]
[100%]

[108%]
[106%]

[1808%]
[1808%]

hosts allow = 192.168.36. Déy IP duoc phép truy cap

...................................... __l?u’ dl,lng Authenticate

passdb _backend = smbpasswd =) Mahoa password

J
)

[share]
comment = Share Folder
path = /share

public = yes <i[§§ﬂlﬂochoﬂnnnucﬂw§i]

writable = yes
printable = no

- Tao SELinux label cho thu muc share:

[root@testsrv /]# chcon -t samba share t /share
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- Kiém tra lai:
[root@Etestsrv f]# 1s -1dZ /share

drwx<r-xr-x root root root:object r:samba share t fshare

- Tao user truy cap
[root@testsrv /]# useradd test

[root@testsrv /]# passwd test
Changing password for user test.
Mew UNIX password:

BAD PASSWORD: it is too short

Retype new UNIX password:
passwd: all authentication tokens updated successfully.

- M& hoa password:
Tao tap tin mat khau riéng cho samba tur tap tin /etc/passwd
[root@testsrv /]# cat /etc/passwd | mksmbpasswd.sh = /etc/samba/smbpasswd

Cép quyén chi doc va ghi cho user root
[root@testsrv /]# chmod 608 fetc/samba/smbpasswd

Tao mat khau cho nguoi ding samba
[root@testsrv /]# smbpasswd test
New SMB password:
Retype new SME password:

- Start daemon smb:
[root@testsrv /]# service smb start

Starting SMB services:
Starting NMB services:

- Do samba cin md mot sb port khi chay nhu (139,445,..) nén ta can cau hinh firewall mé cac port

nay hay tit firewall:
[root@testsrv /]# service iptables stop

Flushing firewall rules: [ 0K 1]
Setting chains to policy ACCEPT: filter [ 0K ]
[ OK 1]

Unloading iptables modules:

111/ CAu hinh samba client:

1/ Trén Windows:
Vao Start menu -> chon Run

Twpe the name of a program, folder, document, ar
Internet resource, and Windows will open it for vou,

i K Il Cancel H Browse. ., ]

Nhap vao dia chi ciia samba server => Chon OK
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Connect to testsrv
@
M

Connecting ko 192,168, 36,230

Lser name: | € test M

Password: | e |

i Ok I [ Cancel ]

Nhap vao user name, password => Chon OK

"2'Samba Server Version 3.0.25b-1.el5.1.4 (192.168.36,230)

fle Edt Yew Favortes Took Help

Qo - () (T Poew [oroders [

Address | 1 1(192.168.36,230

rinkers and Faxes

2/ Trén Linux:
- Tao thu muc:
[root@testsrv /]# Ekdir fmnt/samba

- Mount NFS file:

[root@testsrv /1# mount -o username=test,password=test //192.168.36.230/share /mnt/samba

IP SMB| Thu muc Share
trén Samba

Mount
point

- Kiém tra:

[root@testsrv /]# 1ls -1 /mnt/samba/
total &

drwxr-xr-x 2 usera usera 0 Feb 4 14:57 New Folder
-rwXr--r-- 1 usera usera 7 Feb 4 14:58 New Text Document.txt

Chu y: C6 thé sira file /etc/fstab dé cho phép tir ddng mount khi reboot lai hé thong.
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I/ Dung Samba Swat: o
Swat la mét cong cu cho phép ban co6 thé cau hinh SAMBA qua giao dién Web.
1/ Cai dat:
- Cai dat thém gbi samba-swap
[root@testsrv /]# rpm -ivh samba-swat-3.0.25b-1.el15 1.4.1386.rpm
Preparing... R RN [100%]
l:samba-swat R R R R [100%]
- Kiém tra lai:
[root@testsrv f]# rpm -ga | grep samba
samba-3.0.25b-1.e15 1.4
samba-common-3.08.25b-1.215 1.4
samba-swat-3.0.25b-1.e15 1.4
samba-client-3.0.25b-1.215 1.4

2/ Cau hinh:
- Stra file cau hinh /etc/xinetd.d/swat nhu sau:

[root@testsrv /1# vi fetc/xinetd.d/swat
# default: off
# description: SWAT is the 5Samba Web Admin Tool. Use swat

# to configure your Samba server. To use SWAT,
# connect to port 901 with your favorite web browser.
service swat
{

port = 9081

socket_type = stream

wait = no

only from = 127.8.08.1

user = root

server = Jfusr/sbin/swat

log_on_failure += USERID

disable = No
h

- Restart lai service xinetd:
[root@testsrv /]# service xinetd start
Starting xinetd: [ 0K 1

- M6 trinh duyét Mozilla Firefox va nhip vao dia chi sau dé cau hinh samba-swat:
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@

Welcome to CentOS - Mozilla Firefox

B

File Edit View Go Bookmarks Tools Help

WYX

| | CentDS | )Support

% Cerf

The Community E

Welcome t«

CentOS is an Enterprisy
North American Enterp
aims to be 100% binary|

http://127.0.0.1:901

7 ) Enter username and password for "SWAT" at hitp://127.0.0.1:901

User Name:

| root |

Passwaord:

[[] Use Password Manager to remember this password.

[x::ancelll ok l

b

y a prominent
bution policy and

anding and

-

artwork.)

CentOS is developed by a small but growing team of core developers. In turn the core developers are supported by an

active user community including system administrators, network administrators, enterprise users, managers, core Linux

contributors and Linux enthusiasts from around the world.
Nhap vao user root va password => chon Ok

- Man hinh giao dién samba-swat:

€) Samba Web Administration Tool - Mozilla Firafox

File Edit View Go Bookmarks Tools Help

@ - g O @ |1 http:/1127.0.0.1:901/

|| CentOS | 7)Support

[ @ G

[v]

E
$!!/!J7/J!’!/

v
e a]=

WIZARD STATUS VIEW PASSWORD!

==l &
(B

HOME GLOBALS SHARES PRINTERS

Welcome to SWAT!

Please choose a configuration action using one of the above buttons

- Céc thanh phan'cau hinh samba-swat:

Cung cép céc tai liéu tham khao vé samba.

@ Quan 1y thong tin ciu hinh.

= Quan 1y tai nguyén chia sg.
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@ Quan 1y viéc chia s€ may in.
PRINTERS

({ / Quan 1y Server type, Wins va mot s6 tham sb khac.

WIZARD
[ |

Theo ddi trai thai ciia samba.

@

w0
-
=
3
=
wn

|

Xem thong tin ciu hinh trong file /etc/samba/smb.conf.

)

==

—

IE
:3’?

<

Quan ly mat khau

[PASSWDF! DI

- Tao mot thu muc share:
[root@testsrv /]# mkdir /share swat

- Cép quyén cho thu muc /share swat
[root@testsrv /]# chmod -R 777 /share swat/

- Tao SELinux label cho thu muc share:
[root@testsrv /]# chcon -t samba share t /share swat/

- Click vaio GLOBALS: thay di cac théng s6 sau:

security: USER
encript passwords:  yes
hosts allow: 192.168.36.

- Click vaio SHARES: thay di cac thong s6 sau:
Nhap vao tén thu muc share: share swat => click vao nut Create Share
Create Share Ilshare_zwat

Nhap vao
path: /share_swgt ’
read only: no (yes: néu muodn chi doc)

Click vao nat Commit Changes |

- Click vao VIEW dé xem lai thong tin cdu hinh

- Click vao STATUS => chon _Restart Al |

3/ Truy xuét:
- Tao thu muc:
[root@testsrv /]# Ekdir fmnt/samba
- Mount NFS file:
[root@testsrv /1# mount -o username=test,password=test //192.168.36.230/share /mnt/samba

IP SMB) Thu muc Shaﬁ Mount
Server | trén Samba point
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- Kiém tra:
[root@testsrv /]# 1ls -1 /mnt/samba/
total &
drwxr-xr-»x 2 usera usera 0 Feb 4 14:57 New Folder
-MWXr--r-- 1 usera usera 7 Feb 4 14:58 New Text Document.txt
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SamBa-Active Directory

1/ Méi trudng:

- Mot server Win 2003 1a Active Directory

- Domain: SAMPLE.ORG

- Nhiing user co6 trén domain: user01, user02
2/ Céu hinh samba:

- Stra file /etc/krb5.conf, c6 ndi dung sau:
[Libdefaults]
default realm = SAMPLE.ORG
dns_lookup_realm = false
dns_lookup kdc = false
ticket lifetime = 24h
forwardable = yes

[realms]

EXAMPLE.COM = {
kdc = kerberos.example.com:88
admin_server = kKerberos.example.com: 749
default_domain = example.com

}

SAMFLE.ORG = {

kdc = testserver.sample.org:88
admin_serwver = testserver.sample.org:749
default_domain = sample.org

I+

[domain_realm]
.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM

.5ample.org = sample.org
sample.org = sample.org

- Stra file /ete/samba/smb.conf c6 ndi dung sau:
workgroup = SAMPLE
security = ads

realm = sample.org
encrypt passwords yes
idmap uid = 10088 - 20008
idmap gid = leeee - 20080
enhanced browsing = no
winbind use default domain = yes

- Join samba server vao domain:
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[root@testsrv ~]# net ads join -U administrator@SAMPLE.ORG

administrator@sSAMPLE.ORG's password:
Using short domain name -- SAMPLE
Joined 'TESTSRV' to realm 'SAMPLE.ORG'

- Sau khi join, gia stra mudn wa samba server ra khoi domain, dung lénh sau:

[root@testsrv ~]# net ads leave -U administrator@SAMPLE.ORG

administrator@SAMPLE.ORG's password:
Disabled account for 'TESTSRV' in realm 'SAMPLE.ORG®

Cha v: samba server va domain controller phdi cung qgio.

- Stra lai file /etc/nsswitch.conf, ndi dung nhu sau:

passwd: files winbind
shadow: files
group: files winbind

- Start server winbind, restart service smb

- Test thir qua trinh join domain dung hay chua, bang cach liét ké céc user cua domain

[root@testsrv ~]# wbhinfTo -u
GAMPLEV\administrator
SAMPLE\guest
SAMPLENsupport_388945a0
EAMPLEMkrbtgt

SAMPLE\usergl
EAMPLENUSerg2

- Hoan tat qua trinh, test.
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Bai Lab 5: NIS
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I/ Cai dat NIS:

- Kiém tra goi ypserv*.rpm da dugc cai dat chua. Néu chua, tien hanh cai dat nhu sau:
[root@centos-1 setup]# rpm -ivh ypserv-2.19-3.i386.rpm
Preparing... AR R R AR R S A AR [108%]
liypserv RN R [1le8%]

11/ Khei tao NIS server:
- Xem NIS domain hién tai cua server, cau hinh NIS domain cho server:

[root@centos-1 setupl# domainname

(none)

[root@centos-1 setupl# domainname nis.example.org
[root@centos-1 setupl# domainname

nis.example.org

- Hodc thém dong sau vao file /etc/sysconfig/network:
EISDOMAIN=nis.example.urg

- Chinh stra file /var/yp/Makefile dé bit ddu khoi tao nhirng thong tin ma NIS s& phuc v cho domain:
NOPUSH=true

Dua thong tin
pass shadow vao
file /etc/passwd

trén NIS server

# Should we merge the passwd Tile with the shadow file ?
# MERGE_PASSWD=true|false
MERGE_PASSWD=true

# Should we merge the group file with the gshadow file ?
# MERGE_GROUP=true|false
MERGE GROUP=true

Nhitng thong tin
nay s€ dugc
chia s¢ qua NIS

DPua thong tin
group vao file

[etc/passwd trén
NIS server

all: passwd group hosts rpc services netid protocols mail A\
# netgrp shadow publickey networks ethers bootparams printcap
# amd.home auto.master auto.home auto.local passwd.adjunct \
# timezone locale netmasks

- Khoi tao NIS server:
[root@centos-1 ~]# fusr/lib/yp/ypinit -m

At this point, we have to construct a list of the hosts which will run NIS
servers. centos-1 is in the 1list of NIS server hosts. Please continue to add
the names for the other hosts, one per line. When you are done with the
list, type a =control D=.

next host to add: centos-1

next host to add:
The current list of NIS servers looks like this:

centos-1

Is this correct? [y/n: yl vy

var/yp/nis.example.org’
centos-1 has been set up as a NIS master server.

Now you can run ypinit -s centos-1 on all slawve server.

[root@centos-1 ~]# service portmap start

Starting portmap: [ OK 1]
[root@centos-1 ~]# service ypserv start
Starting YP server services: [ OK 1]
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111/ CAu hinh NIS client:
- Chinh stra file /etc/yp.conf:

domain nis.example.org broadcast

- Start tién trinh ypbind:
[root@centos-1 ~]# fetc/init.d/ypbind start
Binding to the NIS5 domain: [ OK 1]
Listening for am NI5 domain server..

- Sir dung 1énh ypwhich dé kiém tra NIS server nao dang phuc vu nhitng request NIS:
[root@centos-1 ~]# ypwhich
192.168.1.11

- Lénh ypcat dé ligt ké thong tin mot bang map trén NIS server:
[root@centos-1 ~]# ypcat passwd
userd: !!1:500:500:: /var/home/userd: /bin/bash
userf:!1:502:502::/var/home/userf:/bin/bash
usere:!1:501:501::/var/home/usere: /bin/bash

- Céu hinh trong file /etc/nsswitch.conf dé hé thong biét can tim kiém théng tin ¢ dau:

passwd: files nis ldap
shadow: files nis ldap
group: files nis ldap

- Hoic chinh sira bang man hinh dd hoa:

root's Home

€. Authentication

Control how the system verifies users who attempt to log in

—— z
&%’ @ Display
8 Hardware

@ Keyboard
% Language
@ Login Screen

@ Network

@} Preferences

B Administration’ > EE RS
@ Documentation  * @ Security Level and Firewall

@ Help @ Services

| smart Card Manager
DY About GNOME = -

@) Ssoundcard Detection

Log Out root...

3 [root@centos-1: @ Shut Down... I@I System Monitor

& System Log
|
+% Applications Places %@@ E @ Users and Groups

| [root@centos
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Authentication Configuration

User Information]Authentication ‘ Options |

NIS
Enable NIS Support |Configure NIS...
LDAP

[] Enable LDAP Support

[] Enable Hesiod Support

Winbind

[ Enable Winbind Support

l ¥ Cancel H & ok I

) Authentication Configuration (=[]

NIS Seﬁ:tngs

NIS Domain |jis.example.org |

NIS Server |'192.168.1.11 |

l ¥ Cancel H &QK ‘

- Dung mot may tinh khac, login béng user chi co trén NIS server (khéng ton tai & may cuc bJ), dé
kiém tra hoat dong str dung NIS chirng thyc:

- Khi thay d6i thong tin théng tin trén mot ban map ciia NIS server, chang han thém mot user test vao
file /etc/passwd:
[root@centos-1 ~]# useradd test

Bién soan: Nguyén Tri Th&'c — Luu Hanh Noi B6 33



/A\ATHENA TRUNG TAM PAO TAO QUAN TRI VA AN NINH MANG ATHENA
S 2 Bis binh Tién Hoang, P. ba Cao, Q.1, TP.HCM
TRUNG TAM DAO TAO QUAN TRI & AN NINH MANG Tel: (84-8) 38244041 _ 0989012418 WWW-athena-edu-vn

- Update lai thong tin trén NIS server nhu sau:
[root@centos-1 ~]1# cd /var/yp/
[root@centos-1 ypl# make
gmake[1l]: Entering directory “/var/yp/nis.example.org’
Updating passwd.byname. ..
Updating passwd.byuid...
Updating group.byname...
Updating group.bygid...
Updating netid.byname. ..
gmake[1]: Leaving directory ~/var/yp/nis.example.org’

- Tai NIS client, xem lai ban map:
[root@centos-1 ypl# ypcat passwd
userd:!!:580:5080: :/var/home/Suserd: /bin/bash
—test:11:583:503:: /var/home/test:/bin/bash—
userf:!1:5082:502: :/var/homeSuserf: /bin/bash
usere:!!:581:5081: ::/var/homeSusere: /bin/bash

- Xoa théng tin cua user test trén local:
[root@centos-1 ypl# userdel test

- Thir switch qua user test, két qua van switch duoc binh thudng, vi ltc nay théng tin da dugc tim kiém

trén NIS

[root@centos-1 ypl# su test
bash-3.1% exit

Bién soan: Nguyén Tri Thirc — Luu Hanh Noi Bo 34



A ATHENA

TRUNG TAM DAO TAO QUN TRI & AN NINH MANG

TRUNG TAM PAO TAO QUAN TRI VA AN NINH MANG ATHENA
2 Bis binh Tién Hoang, P. Da Cao, Q.1, TP.HCM
Tel: (84-8) 38244041 — 0989012418 www.athena.edu.vn

Bai Lab 6: OPENLDAP
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I/ Cai dat openldap:
- Kiém tra g6i openldap dé duogc cai dat hay chua:
[root@centos-1 ~]# rpm -ga openldap®
openldap-2.3.27-5

- Néu con thiéu, tién hanh cai dat du cac goi openldap nhu sau:
[root@centos-1 setupl# rpm -ivh openldap-clients-2.3.27-5.1386.rpm

Preparing... R A A A S R R A R B A R R R [ 100% ]
l:openldap-clients MR R R R R i [ 100% ]

[root@centos-1 setupl# rpm -ivh openldap-servers-2.3.27-5.1386.rpm

Preparing. .. R A A A S R R A R B A R R R [ 100% ]
l:openldap-servers MR R R R R i [ 100% ]

[root@centos-1 setupl#

11/ Test hoat dong cuia openldap:
- Xem file /etc/openldap/slapd.conf véi nhiing option méac dinh;

# See slapd.conf(5) for details on configuration options.
# This file should NOT be world readable.

Schema duoc

# dinh nghia
include fetc/openldap/schema/core.schema Sén.
include /etc/openldap/schema/cosine. schema

include Jetc/openldap/schema/inetorgperson.schema

include fetc/openldap/schema/nis. schema

# Allow LDAPvV2 client connections. This is NOT the default.
allow bind w2

# Do not enable referrals until AFTER you have a working directory
# service AND an understanding of referrals.

#referral ldap://root.openldap.org
pidfile Jvar/run/openldap/slapd.pid
argsfile fvar/run/openldap/slapd.args

Ldap server

- Stra nhitng dong sau trong file /etc/openldap/slapd.conf: Phuc vu cho

domain nao.
database bdb =
suffix "dc=example,dc=org"
rootdn "cn=Manager,dc=example,dc=0rg"

# Cleartext passwords, especially for the rootdn, should

# pbe avoided. 5See slappasswd(8) and slapd.conf(53) for details.
# Use of strong authentication encouraged.

rootpw secret

- Start dich vu Idap:
[root@centos-1 setup]# service ldap start
Checking configuration files for slapd: config file testing succeeded
[ OK ]
Starting slapd: [ 0K 1
[root@centos-1 setup]# service ldap status
slapd (pid 3188) is running...

- Soan thao file /etc/sample.ldif c6 noi dung nhu sau:
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dn: dc=example,dc=org
objectclass: dcObject
objectclass: organization
0: Example inc.

dc: example

dn: cn=bogus,dc=example,dc=0rg
objectclass: organizationalRole
cn: bogus

dn: cn=testuser,dc=example,dc=0rg
objectclass: organizationalRole
cn: testuser ,
- Dung Iénh ldapadd dé add ndi dung cua file sample.ldif vao ldap server:
[root@centos-1 setup]# ldapadd -x -D "cn=manager,dc=example,dc=org" -W -T /tmp/sample.ldif
Enter LDAP Password:
adding new entry "dc=example,dc=org"

adding new entry "cn=bogus,dc=example,dc=org"

adding new entry "cn=testuser,dc=example,dc=org"

- Dung Iénh ldapsearch tién hanh tim Kiém nhiing dir liéu vira import:
[root@centos-1 setupl# ldapsearch -x -b "dc=example,dc=org" "(objectclass=*)"

# example.org

dn: dc=example,dc=0rg
objectClass: dcObject
objectClass: organization
o: Example 1inc.

dc: example

# bogus, example.org

dn: cn=bogus,dc=example,dc=0rg
objectllass: organizationalRole
cn: bogus

# testuser, example.org

dn: cn=testuser,dc=example,dc=0rg
objectClass: organizationalRole
cn: testuser

# search result
search: 2
result: 8 Success

# numResponses: 4
# numEntries: 3
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[root@centos-1 setupl]# ldapsearch -x -LLL "(objectclass=*)"
dn: dc=example,dc=0rg

objectClass: dcObject

objectClass: organization

o: Example inc.

dc: example

dn: cn=bogus,dc=example,dc=0rg
objectClass: organizationalRole
cn: bogus

dn: cn=testuser,dc=example,dc=0rg
objectClass: organizationalRole
cn: testuser

- Tim kiém entry, c6 “cn=bogus”:
[root@centos-1 setupl# ldapsearch -x -LLL -b "dc=example,dc=org" "(cn=bogus)”
dn: cn=bogus,dc=example,dc=0rg
objectClass: organizationalRole
cn: bogus

- Xba entry “cn=bogus,dc=example,dc=org”:
[root@centos-1 setupl# ldapdelete -x -W -D "cn=Manager,dc=example,dc=org" "cn=bogus,dc=example,dc
=0rg"
Enter LDAP Password:

- Kiém tra lai:
[root@centos-1 setup]# ldapsearch -x -LLL -b "dc=example,dc=org" "(cn=bogus)"

Cha y: Dung 1énh man dé xem thém ¢l phap cia nhimg lénh ldapadd, ldapsearch...

11/ Céu hinh kiém tra username/password bang openldap:
- Céc budc ciu hinh dé hé thdng kiém tra user/pass bang openldap (thay vi bang file /etc/passwd)
nhu sau:
- Sir dung nhitng script d& migrate dir liéu tir file /etc/passwd sang openldap
- Dau tién sir dung script /usr/share/openldap/migration/migrate_common.ph. Thay thé noi dung

nhu sau:
# Default DNS domain
SDEFAULT_MAIL DOMAIN = "example.org";

# Default base
SDEFAULT BASE = "dc=example,dc=org";

- Tiép theo chay script migrate base.pl:
[root@centos-1 migration]# ./migrate_base.pl = /tmp/base.ldif
[root@centos-1 migration]# ldapadd -c -x -D "cn=Manager,dc=example,dc=org" -W -f /tmp/base.ldif
Enter LDAP Password:
adding new entry "dc=example,dc=org”
ldap_add: Already exists (68)

adding new entry "ou=Hosts,dc=example,dc=org"
adding new entry "ou=Rpc,dc=example,dc=org"
adding new entry "ou=5ervices,dc=example,dc=org"

adding new entry "nisMapName=netgroup.byuser,dc=example,dc=org"

Bién soan: Nguyén Tri Th&'c — Luu Hanh Noi B6 38



/» ATHENA TRUNG TAM PAO TAO QUAN TRI VA AN NINH MANG ATHENA
vV 2 Bis binh Tién Hoang, P. ba Cao, Q.1, TP.HCM
TRUNG TAM DAO TAO QUAN TRI & AN NINH MANG Tel: (84—8) 38244041 _ 0989012418 Wwwathenaeduvn

- Export dir liéu thanh dang file Idif, import vao ldap:

[root@centos-1 migration]# ./migrate passwd.pl /etc/passwd = /tmp/ldap-users.ldif

[root@centos-1 migration]# ldapadd -c -x -D "cn=Manager,dc=example,dc=org"” -W -f /tmp/ldap-users.
1dif

Enter LDAP Password:

adding new entry "uld=root,ou=People,dc=example,dc=org”

adding new entry "uid=bin,ou=People,dc=example,dc=org"
adding new entry "uld=daemon,ou=People,dc=example,dc=0org"
adding new entry "uid=adm,ou=People,dc=example,dc=org"
adding new entry "uld=1lp,ou=People,dc=example,dc=0rg"

adding new entry "uid=sync,ou=People,dc=example,dc=org”

- Kiém tra lai thong tin user d& dugc import vao Idap:
[root@centos-1 ~]# ldapsearch -x -LLL -b “"dc=example,dc=org" "(objectclass=*)" | more

dn: uld=root,ou=People,dc=example,dc=0rg
uid: root

cn: root

objectClass: account

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount
userPassword:: e2NyeXBOTSQxJDBETThjNHRZIFdDUjIzQUAvOTNLEVRKC3RvbX0ozdTA=
shadowLastChange: 13897

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: @

gidNumber: @

- Ciu hinh lai cach chirng thue:

| o

root's Home

i E, Authentication

Control how the system verifies users who attempt to log in
% 3 Display

8 Hardware
() Keyboard
% Language
@ Login Screen

@ Preferences L4 & Metwork
Q_! Administration L. @ Printing

@ Documentation  * @ Security Level and Firewall

@ Help %} Services

| Smart Card Manager

gg About GNOME

@) Soundcard Detection
& System Log

[ rootecentos 1/ @ snuoown. | I system monter
4% Applications Places [LRl@ & & & § @ Users and Groups

Log Qut root...

| Ircot@centos
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Authentication Configuration

User Information | Authentication l Options ‘

NIS

[l Enable NIS Support

LDAP
Enable LDAP Support Configure LDAP. .
Hesiod

[[] Enable Hesiod Support

Winbind

[] Enable Winbind Support

LDAP Settings

[[] Use TLS to encrypt connections

LDAP Search Base DN [dc:example,dc:ord l

LDAP Server [Idap:#/127.0.0.1/ |

[xgance|][ ok |
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